
AN OUNCE OF PREVENTION
Steps You Can Take to Minimize the Risk or Impact
of Chemical/Biological Attacks at Your Facility 
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In the wake of the September 11th terrorism and subsequent anthrax
attacks, many commercial building managers and facility operations
executives are addressing completely new areas of concern by 
carefully scrutinizing the security of their facilities. While the 
likelihood of attack is apparently low and the level of vulnerability
varies considerably, it's nonetheless true that this issue is a "top-of-
mind" topic of discussion for many in our field.

Unfortunately, as we have tragically seen, some forms of attacks on
buildings are virtually indefensible. However, some attacks through
chemical and biological agents, even the effects of explosions, can be
prevented or minimized through careful analysis and planning. It's
important to understand clearly, right up-front, that no "silver
bullet" exists to provide complete protection. However, there are 
several steps that you can take, ranging from the simple and
pragmatic to the more elaborate and expensive, that prevent or 
mitigate the impact of these types of terrorist attacks.

TH E MO S T VU L N E R A B L E :  HVAC
Clearly, a building's heating, ventilation, and air conditioning
(HVAC) system and outdoor air system intakes are likely points-of-
entry for a chemical/biological attack, if only because these systems
are often accessible to the general public. An airborne chemical/
biological attack would simply require a few minutes' access to a
ground-level air duct or return-air system for diffusion within the
building. With an average intake of 15-20 cubic feet per minute
(CFM) of fresh air per person, the HVAC system and supply/
distribution ducts throughout the building can rapidly spread deadly
biological agents (anthrax, smallpox, or cholera, for example) or
chemical agents (such as sarin or hydrogen cyanide).

COMMON HVAC SYSTEM
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Most buildings have detection systems for contaminants such as
smoke, carbon monoxide, or carbon dioxide, which are unlikely to be
deployed in a hostile manner. Further, these contaminants present a
minor risk if evacuation plans and life-safety systems are in place.
However, no technology currently exists for real-time detection of all
chemical and biological agents so that warning signs may occur much
later, after people have been contaminated. As a result of these 
realities, your efforts need to focus on proactive, preventative
measures to reduce risk. These can range from simple steps that you
can implement quickly and cost-effectively without overhauling your
building's infrastructure to more elaborate but necessary measures
based on your building's attractiveness as a target.

AS S E S S YO U R S I T U AT I O N

As you begin to  assess  your  current  s i tuat ion,  i t ' s  important  to
cons ider  severa l  interre la ted factors .  I f  you are  in  the  des ign
pha se  fo r  new cons t ruc t ion ,  the re  a re  many  more  co s t -
e f fect ive  opt ions  ava i lable  to  you.  It ' s  far  eas ier  and les s
expens ive  to  des ign in  new secur i ty  features  than to  retrof i t  an
exi s t ing bui ld ing,  where  the  adaptabi l i ty  of  ex i s t ing s t ructures
i s  l imited and the  cost s  of  implementat ion can be  prohibi t ive .

In the  des ign phase ,  you can opt imal ly  locate  HVAC and a i r
intakes  to  le s s  access ib le ,  more  secure  areas  such as  the  roof.
You can i so la te  h igh-r i sk  areas  f rom common vent i la t ion
systems and provide  fu l l -he ight  par t i t ions  to  i so late  ce i l ing
plenums.  You can a l so  des ign exhaust  fans  to  create  a  s l ight
negat ive  pressure  in  high-r i sk  areas  to  minimize  the  spread of
a i rborne contaminates .

I f  you're  protect ing an ex i s t ing bui ld ing,  your  r i sk-mit igat ion
plans  wi l l  depend on severa l  addit ional  factors  such as  the  cur-
rent  as -bui l t  condit ions  of  your  ex i s t ing sys tems.  What  type of
vent i la t ion sys tem i s  in  use  at  your  fac i l i ty  and what  type of
f i l t ra t ion do you use?  What  i s  the  "t ightness"  of  your  bui ld ing
shel l  and ductwork?  Are  a l l  sys tems funct ioning proper ly?

Regardless  of  whether  your  bui ld ing i s  to  be  constructed or
ex i s t ing,  you should careful ly  as sess  your  bui ld ing' s  r i sk- to-
va lue  rat io  as  a  potent ia l  target .  That  means  weighing your
loca t i on ,  bu i ld ing  popu l a t i on ,  s ymbo l i sm,  and  occupan t
status .  I f  your  bui ld ing i s  a  shipping or  mai l  fac i l i ty,  i t s  r i sk
a l so  r i ses .

I S YO U R BU I L D I N G AT

R I S K?  
-  A  Se l f -Assessment

• Are you located near/in a
major metropolitan area? 
Are you near "high-
profile" buildings? Are 
you located near another 
building that is high-risk?

• Is your building occupied 
by a large number of 
people?

• Is your building a
shipping/mailing facility?

• Is your building seen as a
major symbol of 
government or capitalism?
Are your occupants 
involved in governmental 
functions or major high-
profile business activities?
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The resul t s  of  th i s  up-front  analys i s  have  a  d i rect  bear ing on
what  cost  thresholds  you can just i fy  for  any des ign dec i s ions
or  bui ld ing remediat ion e f for t s .  

IN C R E A S E IN T E R N A L SE C U R I T Y
Safety  s tar t s  with v ig i lance  and paying at tent ion to  the  bas ics .
The " l i t t le  th ings"  that  are  s imple  and cost -e f fect ive  measures
count  for  a  lot .  Secure  your  bui ld ing per imeter  ( inc luding
secur i ty  fencing around ground- leve l  a i r  intakes) ,  i s sue  badges
for  bui ld ing access  to  a l l  occupants ,  and mandate  escor ts  for
v i s i tors  and ser v ice  technic ians .  Consider  t ighter  control s  for
access  to  mai l rooms,  shipping,  and rece iv ing areas .

Be sure  to  keep doors  to  mechanica l ,  e lectr ica l ,  and f i re  pump
rooms and rooftop access  locked at  a l l  t imes  and deploy a larms
for  cr i t ica l  areas ,  such as  access  to  a i r -handl ing unit s  and 
vulnerable  ductwork.  Key-card access  sys tems are  idea l  for
these  spec ia l  areas  because  they enable  you to  mainta in an
audit  log  of  who has  entered what  rooms,  spaces ,  and zones .
With careful ly  recorded his tory,  you can even analyze  pat terns
to  detect  unusual  t ra f f ic  or  behavior.  I f  you haven' t  a l ready
done so ,  cons ider  insta l l ing a  v ideo monitor ing sys tem or
motion detect ion or  for  even greater  secur i ty  a t  outs ide  a i r -
intake  louvers  or  other  sens i t ive  areas .

PE R F O R M RO U T I N E TE S T S O F L I F E SA F E T Y SY S T E M S
Another  cost -e f fect ive  s tep i s  to  regular ly  tes t  your  bui ld ing' s
l i fe - sa fety  sys tems.  What  were  once  the  mundane processes  of
tes t ing bas ic  emergency sys tems have  now become essent ia l
ant i - t e r ror i sm prac t i ce s  because  these  sy s tems  wi l l  be  o f  
c r i t i c a l  impor t ance  du r ing  any  exp lo s ion  o r  b io log i c a l /
chemica l  a t t a ck .  Te s t  your  f i r e  a l a rm and  f i r e  pump
frequent ly.  Tes t  your  emergency  power  and  ex i t  l i ght ing
systems more  f requent ly  -  perhaps  monthly  -  to  ensure  they
are  funct ioning proper ly.  Are  your  communicat ion sys tems
( inc luding publ ic  address  speakers)  working?  Exerc i se  your  fan
sy s t ems  fo r  s t a i r we l l  p re s su r i z a t i on  and  check  s t a i r we l l
sea l s /door  sweeps .  Re-eva luate  your  evacuat ion plans  and be
sure  to  communicate  them to occupants  (a  p lanned dr i l l  i s
probably  a  good idea) .

RI S K RE D U C I N G CH E C K L I S T

• Secure the building 
perimeter

• Issue badges for building 
access

• Provide escorts for visitors
and service technicians 

• Control access to mail
room and shipping/
receiving

• Lock mechanical, 
electrical, fire pump 
rooms, roof access

• Alarm mechanical rooms 
and other critical areas

• Alarm access doors to air 
handling unit equipment, 
vulnerable ductwork

• Install motion detectors, 
surveillance cameras

• Install security fencing 
around ground-level 
intakes and emergency 
generators



RE L O C AT E A I R IN TA K E S
Bui l t  in  a  more  secure  era ,  many bui ld ings '  a i r  intake  grates
are  located at  or  near  ground leve l ,  such as  in  be low-grade
s idewalk wel l s .  This  locat ion makes  terror i s t  access  far  too
easy.  I f  pract ica l ,  cons ider  re locat ing the  intake  to  upper
leve l s  of  your  bui ld ing or  even the  roof.  This  cons iderably
res t r ic t s  any unauthor ized access  to  your  a i r  intake .  Whi le  thi s
i s  far  more  feas ib le  (and cost -e f fect ive)  to  achieve  dur ing the
des ign cyc le  of  a  new bui ld ing than to  retrof i t  an ex i s t ing
bui ld ing ,  your  s i tuat ion and r i sk  fac tor s  may make  i t  a
necessary  propos i t ion for  even an o lder  bui ld ing.
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HVAC DESIGN STRATEGIES
Relocate ground-level outdoor
air intakes to higher elevations

A major  insurance  company with a  four-bui ld ing campus
needed opt ions  for  protect ing  i t s  g rade- leve l  a i r  intakes .
Relocat ion of  these  intakes  was  not  economica l ly  feas ib le .
Vande r we i l  Eng inee r s  p ropos ed  a  va r i e t y  o f  mea su re s ,  
inc luding phys ica l  barr ier s  ( such as  landscape and hardscape) ,
motion detect ion,  u l t rav io let  lamps,  and gas-phase  f i l t ra t ion.
Secur i ty  detect ion measures  would t r igger  the  c los ing of  the
outdoor  a i r  intakes  and shutdown of  appropr iate  a i r -handl ing
systems.

Another  example  was  a  pharmaceut ica l  f i rm with a  research
campus cons i s t ing of  labs ,  v ivar ium, and of f ice  space  with an
unfenced per imeter.  Whi le  awai t ing construct ion of  i t s  s i te -
boundary  fence ,  they asked Vanderwei l  Engineers  to  eva luate
temporary  measures  to  protect  i t s  ground- leve l  HVAC intakes .
Our recommendat ions  inc luded secur i ty  cameras ,  temporary
barr ier s  around the  intakes ,  mot ion detectors ,  and increased
secur i ty  guards .
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UP G R A D E YO U R AI R F I LT R AT I O N

High-ef f ic iency par t iculate  arres tor  (HEPA) cer t i f ied f i l ter s
can screen out  more  than 99 percent  of  bacter ia  a t  0 .3  microns
or  larger  in  s ize .  I f  a l l  por t ions  of  the  a i r  sys tem are  covered
by a  sys tem that  cont inual ly  re- f i l ter s  the  a i r,  your  r i sks  are
far  lower.

However,  i t ' s  important  to  unders tand that  there  are  severa l
drawbacks  to  HEPA f i l t ra t ion.  It ' s  expens ive  to  insta l l  and
expens i ve  to  ope ra t e  and  i s  ine f f e c t i ve  aga in s t  chemica l
hazards .  HEPA f i l ter s  increase  s ta t ic  pressure ,  energy,  and
electr ica l  requirements .  Exis t ing sys tems may not  have  the
space ,  fan capaci ty,  or  power  to  accommodate  HEPA f i l ter s
and you need to  ensure  a  t ight  sea l  to  avoid a i r  l eakage .  Most
important ly,  you need to  know that  a  contaminat ion event  has
occurred to  proper ly  di spose  of  a  contaminated HEPA f i l ter.
Unless  proper ly  t ra ined technic ians  with protect ive  gear  are
per forming the  bag- in,  bag-out  f i l ter  change,  contaminants
wi l l  s t i l l  be  a  threat  to  occupants .

 

AIR HANDLING UNIT MODIFIED TO INCLUDE OPTIMAL AIR FILTRATION AND BYPASS DAMPERS WITH

ECONOMIZER CONTROL

AIR HANDLING UNIT WITH TYPICAL FILTRATION AND ECONOMIZER CONTROL
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Addit ional ly,  some exper ts  be l ieve  that  deploying e lectrostat ic
f i l ter s  a t  the  s tar t  of  the  a i r  condit ioning process  can fur ther
l imi t  any  potent i a l  a i r  contaminat ion .  These  a re  not  a s  
e f f ic ient  as  HEPA f i l ter s  and require  extens ive  maintenance.
EPA and e lectrostat ic  f i l t ra t ion wi l l  l ike ly  not  be  the  r ight
so lut ion for  many bui ld ings .  However,  a  care ful  cost -benef i t
analys i s  may indicate  i t s  appropr iateness  for  cer ta in higher
r i sk  bui ld ings  and s i tuat ions .

Bui lding engineers  somet imes  turn to  gas-phase  f i l t ra t ion or
u l t r a v io l e t  (UV )  l amps  a s  an  add i t i ona l  p ro t e c t i ve /
preventa t i ve  measure .  Gas -phase  f i l t r a t ion  i s  e f f ec t i ve  a t
absorbing toxic  and poisonous  gases ,  but  di f ferent  toxins
require  di f ferent  absorpt ion media  ( such as  act ivated carbon
or  po t a s s ium
permanganate) .  I f  you don't  have  the  correct  f i l ter  for  the
introduced contaminant ,  the  sys tem wi l l  not  work e f fect ive ly.
UV lamps  a re  v i r tua l l y  unproven  aga ins t  pre sent  threa t s
because  the  l imi t ed  UV in t ens i t y  and  exposure  t ime  to  
con t amina t e s  in  duc t ed  a i r s t r e ams  c an  be  too  l ow  to  
neutra l i ze  pass ing agents .

DE P L O Y DE D I C AT E D SY S T E M S F O R UN S E C U R E D AR E A S
Cer t a in  a re a s  o f  your  bu i ld ing ,  such  a s  the  l obby,  the
mai l room, or  shipping and rece iv ing areas ,  are  perhaps  more
vulnerable  to  chemica l /bio logica l  contaminat ion.  The lobby i s
the  l ike ly  target  for  a  quick-s t r ike  at tack and we've  a l ready
seen the  damaging potent ia l  of  posta l -borne anthrax .

For  these  reasons ,  i t  might  be  appropr iate  to  insta l l  and
operate  dedicated HVAC systems for  these  high r i sk  areas .  In
the event  of  contaminat ion,  exposure  would be  l imited only  to
those  areas  ser ved by the  dedicated HVAC system.  Exhaust
fans  in  these  areas  can create  s l ight  negat ive  pressure  as  wel l .
This  could prevent  wider  di spersa l  of  toxins  throughout  an
off ice  bui ld ing.

INDEPENDENT HVAC
SYSTEMS FOR HIGH RISK

AREAS
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For example ,  Vanderwei l  Engineers  was  asked to  deve lop a
mechanica l  des ign to  he lp protect  and i so late  the  mai l  room of
a  major  U.S.  government  depar tment ' s  headquar ters  f rom
anthrax contaminat ion.  Construct ion i s  expected to  begin
soon.

A recent  expans ion at  the  Centers  for  Disease  Control  (CDC)
includes  a  new laboratory  to  accommodate  por t ions  of  the
Nat ional  Center  for  Infect ious  Diseases  (prev ious ly  located in
other  bui ld ings  at  the  CDC Atlanta  campus) .  The bui ld ing
de s i gn  p rov ide s  f l e x ib l e  and  t e chno log i c a l l y  appropr i a t e
microbiologica l  laboratory  arrangements  to  enable  the  CDC
to sa fe ly  cont inue i t s  wor ld-c las s  infect ious-disease  research.
This  two-phase  project ,  tota l ing 220,000 square  feet ,  wi l l
suppor t  the  nat ion's  larges t  b io-sa fety  leve l  BL-3 and BL-3+
barr ier/conta inment  fac i l i ty.  As  a  resul t  of  the  engineer ing
des ign ser v ices  provided by Vanderwei l  Engineers ,  the  research
workers  a t  th i s  fac i l i ty  can conduct  the i r  research in  a  sa fe
environment ,  knowing that  a l l  contaminants  wi l l  be  conta ined
within the  s tate-of- the-ar t  laboratory.

CENTERS FOR DISEASE CONTROL AND PREVENTION, INFECTIOUS DISEASE LABORATORY ATLANTA, GA

F I N D T H E SA F E HAV E N S
Analyze  the  actua l  a i r f low patterns  in  your  bui ld ing and make
sure  that  you can ident i fy  sa fe-haven areas  where  occupants
can gather  i f  a  contaminat ion event  occurs .  Make sure  these
areas  are  c lear ly  marked and arm your  s ta f f  with procedures
and dr i l l s  to  ensure  occupants  unders tand thei r  locat ions .  You
might  a l so  cons ider  s tocking equipment  in  these  sa fe  havens
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that  wi l l  enable  occupants  to  tes t  for  the  presence  of  toxins ,
s ter i l i ze  a i r  or  mater ia l s ,  and t reat  v ic t ims with f i r s t -a id
mater ia l s .

CO N C L U S I O N
Despi te  the  ava i l ab i l i ty  o f  advanced ins t rumentat ion and 
sys tems,  there  i s  no magic  formula  for  complete  protect ion
wi th  complex  bu i ld ing  s e cur i t y  cha l l enge s .  Soph i s t i c a t ed  
f i l t ra t ion sys tems cannot  provide  100-percent  protect ion in
commercia l  HVAC systems.  UV lamps cannot  protect  aga inst
today' s  threats .  Costs  for  many r i sk-mit igat ion so lut ions  are
expens ive  and di f f icul t  to  incorporate  into ex i s t ing s t ructures .
The  f a c t  i s ,  the  s imple s t  p revent i ve  mea sure s ,  upgraded  
secur i ty  and tes t ing of  v ig i lant  l i fe - sa fety  sys tems,  can s t i l l  be
the  best  answers .

Vander we i l  Eng inee r s  c an  prov ide  a  r ange  o f  consu l t ing
serv ices  to  he lp you ga in a  bet ter  unders tanding of  how your
bui ld ing works  so  that  you can take  informed proact ive ,
preventat ive  s teps  to  improve bui ld ing secur i ty.  These  ser v ices
inc lude  educa t i on  and  t r a in ing ,  s y s t em aud i t s ,  r ede s i gn  
concepts ,  co l laborat ion with industr ia l  hygienis t s ,  scenar io
planning,  and much more .

For  more  informat ion,  p lease  v i s i t  www.vanderwei l .com

VA N D E RW E I L OF F I C E LO C AT I O N S

274 Summer Street
Boston, Massachusetts 02210-1123
tel 617.423.7423

731 Alexander Road - Suite 300
Princeton, New Jersey 08540-6345
tel 609.987.1144

625 North Washington Street
Alexandria, Virginia 22314-1936
tel 703.683.9700

info@vanderweil.com


